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Haw onbIT M HAKOMNNeHHas
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CtoumocTb (py6/yac)
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Fead QUSAUHED - oo cin oo 3500
SEeNIor AU3aUHeD e s 3000
Middle ausanHep ... ... 2500
UX/Ul-uccneposaHue [In3anH-nopgaepxka
UX/UI-npoaykTa 3anonHUTL 6pUd
[lorpyxaemca B NpoayKT, UTOObl CO34aTb MOLLHbIW
BU3yan n 6e3ynpeyHoe Nnonb3oBaTeNbCKOe
B3anMMOOenNCTBUE.
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Frontend

BbiNnONTHAEM NMONHbIN LUK Ppa3padoTKn: NPOEKTUPYEM
APXUTEKTYpPY, CO3aeM UHTeEPPENCHI U UHTEPAKTUBHbIE
3NEeMEHTbI, NporpamMmMmpyem QyHKLUMOHANbHOCTDb,
ONTUMU3UPYEM NMPONU3BOANTENBHOCTb U 0becneynBaem

Backend pa3paboTka

[loooepxka

KpoccnnatpopMeHHYK COBMECTUMOCTD.
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CtoumocTb (py6/yac)

g TORTenNaaey e 3500

Senior frontenddev. . 3000

Middle frontenddev. ... . 2500

Backenadtey. o oo s 2800
3anonHuTbL 6pud
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GTPATEE oo 6 500
fead QUs3aMHeR .o e 4500
Lead paspaboTMuK . s s 4500
PeBblO MAKeTOB U ayauT BHeapeHne npoueccoB U

KOHCynbTaumm u obyvyeHue TeKylero AM3anHa CTaHOapToOB 3anonHUTL 6pUd

[loMOoraeM KOMNaHUAM BblCTPanBaTb CUJIbHbIE NHXAYC-

KOMaHObl, NIPOBOANTb ayaOuUT TEKYLLUMX NPOLECCOB U

pa3pabaTbiBaTb CTPaTErMn Ansd MacltabmpoBaHUS

busHeca.
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METASCAN UcTopus npoBepok A RUEN  Buittn B
METASCAN PeweHna BoamoxHocTn Mopynu  Bknag +7 (495) 152 13 37 RU EN MUNOTHBIN NPOEKT - Ty VInspRCe

by vulnspace

[naBHas Q Nouck Mpynna [lata npoBeaeHna NPoOBEPKU

& =

Mowu canTbl HaseaHue pecypca IP agpec Mpodunb Hauano nposepkn  OKOHYaHWE NPOBEPKU Crartyc

O6naydHbli/l CKaHep YSA3BIMOCTEWN
C OKCMEPTHbIM COMNPOBOXAEHNENM .

FapaHTUpyeM exeaHeBHYH NPOBEepKY Ha CUCTEMHbIE U BE6-YS3BUMOCTU ANa Noboro verno.digtial 45.33.32155 2 maprta 2023 11 mioHs 2022
KONMYecTBa BallMX ceTel, LOMEHOB U ip-aApecos YA3BUMOCTH
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Mpodunu ckaHepa truemaysummer.ru 45.33.32.155 Web 11 vioHs 2022 (Y X )

Owwnbka Ha aTane
CKaHUpoBaHuA

] 3

Manepes verno.digtial 45.33.32.155 1 mapra 2023 11 vioHs 2022

PasBepgka
truemaysummer.ru 45.33.32.155 11 nions 2022

Mpad
(O &« 6 " service.metascan.rufsites/ & @ +
truemaysummer.ru 45.33.32.155 11 niona 2022 11 nioHn 2022 No open ports
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McTopua npoBepok truemaysummer.ru 45.33.32.155 11 mioHs 2022 11 nioHs 2022

Dorks
@ e e . truemaysummer.ru 45.33.32.155 11 mioHAa 2022

© YassmmocTn

. Mo akkayHT
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Anexcanap T Eerennia O

S Passenxs ; — ey truemaysummer.ru 45.33.32.155 11 wioHs 2022 11 utons 2022 No open ports

fpad
bwapp.hakhub.net 221150.96.204 1 deepann 2024 r.
(=] Pacnucanme
nmap.org 45.33.49M9 12 mapra 2024 1. s . ‘a
e—— ey ES P truemaysummer.ru 45.33.32155 11 miona 2022 11 mions 2022

chat.nmap.org 453332156 3mar 20247,
Dorks

e svn.nmap.org 453349119 Imar2024r.
) Mo axayHT

issues.nmap.org 45.33.49M19 3man 2024, truemaysummer.ru 45.33.32.155 11 vioHsa 2022

echo.nmap.org 45.33.32.156 3mar2024r.

truemaysummer.ru 45.33.32.155 11 mroHsa 2022 11 uroHA 2022 No open ports

testaspnet.vulnweb.com 44.238.29.244 1 despann 2024 1. 25.04.2024, 16:07
testphp.vulnweb.com 442282493 7 mapra 2024 . 25.04.2024,16:21

B oo S R impra 2024 28042004 1047 truemaysumjdvjdvjdmer.ru 45.33.32.155 11 vioHs 2022 11 vioHs 2022

testhtmiS.vulnweb.com 44.228.2493 20 mapra 2024 r. 25.04.2024, 16:16

testasp.vulnweb.com 44.238.29.244 20 mapra 2024 r. 25.04.2024,16:12
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CVE-2017-15908 shoperolaiapp,com 185.190.116.72 80 http. http_server COSAATL HOBYIO FRYNNY
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CVE-2017-15806 185.180.116.72 80 htp http_server th=/ Ovo6paxaemMbie ceTesble 6aHHepbl MOryT OTNMYATLCA OT BepcuM nakeTa. MoxanyicTa, nposepsTe BEPCHM NOKANbHO, C e allepen 3 v {
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CVE-2017-15908 8219816516 8219816516 443 https nginx X O « ) 5 Mpad
Truemaysummer.ru Arch: #pa ! __ Kpuruueckuin o) Ipa
CVE-2017-15006 8219816516 9219816516 243 https ngin I rpad truemaysummer.ru 45.33.32.155 11 mapTa 2018 11 womnA 2022
ReiicTena (£} Pacnucanve
CVE-2017-15006 8210816516 8219816516 80  https http_server
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CVE-2017-15008 8210810518 8210810518 443 | hiipa DS The process_open function in sfiig-server.c OpenSSH before. B o
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= Huaxni CVE-2017-15906
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BubpaNo v Woa't fix { Nowwoe cpadiamusanme MlepedTh 6 kapTouKy xacTa Jaxphith 5
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The process_open function in sflip-server.c OpenSSH before 7.6 does not property prevent write operations in read only mode, which allows attackers to create zero-




touch me

“» touch_me

Obuwan CTaTucruka + Jobanuts sugxer

L © It
MapKeTUHIOBbIN MIHCTPYMEHT AN YBENUUYEHUS NPOAaxX U
BOB/IEYEHHOCTM NOMb30BaTENEN Ha CanTaX C MOMOLLBIO BUOXKETOB
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MHTEepdencol, paspabotann GpoHTeH Ha React.|s,
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Monpo6oBats 6ecnnatHo ( 3aKasaTb KOHCYNbTALMIO )

) 3 mecaua "
BbibpaTtk Bbi6paTh BuibpaTh

1 mecAy ( P
) 6 mecauee

63,4% - oo o 24.,6% - - 220 3mecna

® 6 mecAues

- ks

D) 1roa




MWNC Cdepa 300p0BbA

O npoekTe

CepBuC ons Bpayen, NaumeHToB U perncTpaTypbl MEAULIMHCKNX
LeHTpoB. OH 06beanHAET BCE NPOLLECChl BHY TP MEANLIMHCKOrO
LLeHTPpa 1 NO3BONSAET X aBTOMaTU3NPOBATb.

3agava

MccnepoBaHue 1 npoekTupoBaHue - 6onee 100 makeToB Npu
npoekTupoBaHun, BPMN Bcex KiioueBbIX MPOLLECCOB.

TecTupoBaHue. TecTtupoBanu NPOTOTUNMbI B MONE U BHOCUNU
M3MEHEHWMA NO UX UTOrraMm.

[v3anH. [lenaemM an3aviH Ang BCEX KNIOYEBbLIX ponen: PerncrtpaTop,
Bpau, MaumneHT, AoMuHucTpaTop (bonee 400 MakeToB)

Frontend. Co6panu Bce KOMNOHeHTbI B StoryBook, Ha AaHHbIV
MOMEHT cobupaeM CTpaHuULLbl U TOTOBUMCSA K pa3paboTke backend.

BmecTte ¢ 2023 (Bpaspa60ﬂ<e] UX/Ul Ou3anH  Frontend  Backend

KOHCaNTUHr

MBaHoBa EkaTtepuHa lNeTpoBHa

€ BepHYTHCH K COWENy PECTMCAHINO

€ 03 okTabpna - 07 okTAbpa =
03 okTa6pA 04 okTaBpa
Bropwmx Cpega

15:00 - 15:30 1500 - 15:3
00:00 | KowcTaumwnonanoxm K.K. KoncTasmmiononscrmi K.K.

0930 MessosWW KOHCTaHTIWHoNONLCKMA KK,

15:00 - 15:30 w3 i 230
10:00 ’ KoHcTanmmHonanbexmi KK Koncrasmmononsckmi K.K.

10:30 | KowcTanmwnonanboxm KK Hoawos UK.

100 KoncTasmmononserkmi KK,
15:00 - 15:30

N30 | KoHeTaHmaHonanbekm KK

12:00

12:30

13:00
{1 Tex. nopnepxxa

Boaurenbckas meguuuHckas cnpaska gns NMBA[ Ha npasa Kareropum
C, BE, CE, C1, CIE,D, D1, DIE, Tm, Tb (+ A, A1, B, B1, M) (ans
nponucaxHsix B Tamtose unu Tamboeckom panose Gonee S ner)

Wowoaa Y.M, — SHAOKDAHONO! 151,2023

0 OnpegeneHne CoOAepPXaHUa aHTUTEN K UMTONNA3ME HeHTPOdUNoe B

Kpoeu (Maxens aHTUTen K aHTuresam uMTonnaamel Heitpodunoe (ANCA
Combi 7))

151.2023

PerucTpauma Bbi3s8aHHLIX NOTEHLUMANO0E KODLI MONOBHOMO MO3ra OAHON
MOAANBHOCTA (3PUTENLHBIR, KOTHUTUBHBIE, aKYCTUYECKWe CTONOBLIR)
(Mccneposarve 3pUTENbHOMo Bbi3BaHHOro noTeHuMana (3BM) Ha
BCNLILWKY CBETA)




{3 coepaapopoebn BOIMOXHOCTH + Keice  Owac

MapkeTUHr

G coepasnopomn 42 BaykeHoBa ApuHa dayapAoBHa
\“ 2 1D 409283848839

) Pacnucasme

2 NaumesTsl @ Obwan uHdopMaLmMA [?) Okazmsaembie ycnyru = Mpadwmx (8 Pacyer sapnnarsi A Wrpads!

Yo Bpauw

MeauumHckaa MHPopMaLMOHHada CUCTEMA,
B KOTOPOW YOOBHO paboTaTb

Coepa 300p0ess — 3T0 MHHOBALMOHHAA MEAMUMHCKAA MHOOPMALMOHHAR
CHCTEMA, CO3NAHHAA ANA YACOHOW 1 3QPexTHBHON PaboTl

(& Npaiic ¢ Honbpbp -

3 nporoxons

MNokenenb K BTOpHUK

[ Yeepomnenus

OcrasnTe 3a9BKy =

% KISSMIS

A2 Nawmasmu

Pacnucanue

% Bpas

g.ﬁ Ak awind
:? Noec
(4] Omwarw

Annepronor-uMmMyHonor

[;‘_ LA NIV Rt

,(’:‘ Asypeaes Enens Buxroposs

@ Npogwre -

a MO BINSHT D JUNTDAIEHD

% Teypasrsan Enssa KOpaemsan
{ v

WecTasons Ineowops
t i I

o Hypeat ofomcns

I“\

0 oxreion

Nct comgpmats

Od ox Tt

1320 -1830

1330 - 1930

330 -1\

1330 - 130

1330 -1

1330 - 1530

OF oxcrelipn

1330 - 130

1330 - 130

1330 -0

(r) Kopye N1

DB oxrafipn 09 oxralipn

KOHCTEHTMHONOMBCK MR KOHCTAHTAH KOmCTaHT MHOBNY

(1 Tex. nopaepxka

€] CBepHyTb MeHio

01
13:30 - 16:30
17:30 - 19:30

08

13:30 - 16:30
17:30 - 19:30

15
13:30 - 16:30
17:30 - 19:30

22
13:30 - 16:30
17:30 - 19:30

29
13:30 - 16:30
17:30 - 19:30

02

13:30 - 16:30

09

13:30 - 16:30
17:30 - 19:30

16

13:30 - 16:30

23

13:30 - 16:30

30

13:30 - 16:30

AAEDA ANCEO e

04

13:30 - 16:30

17
13:30 - 16:30
17:30 - 19:30

24 25

13:30 - 16:30 13:30 - 16:30

31 25

13:30 -16:30 13:30 - 16:30

§7 baxeHosa ApuHa 3gyapaoeHa

05

13:30 - 16:30

19

13:30 - 16:30

26

13:30 - 16:30

26
13:30 - 16:30
17:30 - 19:30

20

13:30 -16:30

27

13:30 - 16:30

27

13:30 - 16:30
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Zorkiy - SIEM

' — —
() NMNnoacrKTe
'\.__." '.-_.‘. ’-._»“ .u_l ""w._ '\_r

TenemeTpuna

Noxasarenn

&  Namars 15.22 Gb S £  Filesyst
//1/1/11111711717} I////77111/17//

1213 Gb

[lpoaykT pa3pabaTbiBaeMbit kKoMnaHueun Cyber Bar. bonblue uem
npocTto SIEM. [1o Bbinycka npoaykTa, YacTb kenca nog NDA.

3.09 Gb

YTO caoenanu

CnpoekTupoBanu BHyTPEHHUE MHTEPDENUCHI C HYNS BMECTE C 46.98 Gb | 1.77 Gb
KOMaHOOWU KNTUEeHTa.

TenemeTpus #n CeTesas aKTMBHOCTY
Pa3paboTanu om3anH nHTepdenca B CBET/ION U TEMHOM TEME, cAeNnanu e

115 Gb 2.65 mB 1.15Gb 2.65mB

Ul-kit, n npopaboTanu BCe B3anMOAENCTBUSA NONMb30BaTENEN.

&  Namars 15.

111171777777/

0.00 Gb

Frontend Ha React.js. cnonb3yemM Story book 1 BegeM oOKyMeHTaLuMio
npoekTa.

1

46.98 Gb

CereBas aKTMBHOCTL

Nonywenme Nepepava

N-D0 NANETO0

115 Gb 2.65 mB 1.15Gb  2.65mB

BmecTe ¢ 2024 [B pa3pa60'r|<e) UX/Ul QnzanH  Frontend  BbpeHAOVHr | - 000Gb

[usanH-nogaepxka  KOHCanTUHT




9) zorkw ¢ wesan  CVE-2024-1248

CBEPHYTb MEHIO

Weaknesses

Il TenemeTpus o T S P e o L e e L S gt CWE-287
NVD-CWE-noinfo
AKTUBBI

onfidential informatic
a valid user ID tha

C60p AaHHbIX ~ustomer settings, or modify settings for other users. To exploit this vulnerabilitu, the attacker would need a \

YuertHbie nannbie
+ Acasr.

<% YassumocTy

[o6po noxanosaTb B Zorkiy! e - & Aneprsi

MeTpuku CVSS vA.( VSS V3. CVSSv3.0

) [lMoanucka

o jloucH [ocTynHoCTb BeKTop aTaku S L Cetb

Huskas

15.22 Gb : ot . . Tpebyemble npuBunerum He Tpebyetcs

LlenocTtHocTb CnoXHOoCTb aTaku - o
’ O6beM Be3 nuameHeHun

3abbinu napons? 1213 Gb 7
3.09 Gb
Tpebyembie KoHdUAEHUMANbHOCT He TpebyeTcs

B3aumopeiicTeue
npuBMnerum

LlenocTHOCTb He Tpebyetcsa

Boritn B cuctemy 3anoMHUTb MeHS
[ocTynHOCT Bbicokas

ﬂospo noXxanoeatb B Zorkig! Nl B3aumopencTsme ¢ nos arenenm He TpebyeTtcs

Mnatdpopma obecneymBaeT BCECTOPOHHEE NMOKPLITUE COBPEMEHHbIX aTak,
no3Bonasd afanTMpoBaTh 3alluUTy NOL akTyanbHble CUueHapuu yrpos @ Mpodunb
1 NoBblWasn 6e30nacHOCTb MHPOPMALIMOHHBIX CUCTEM

(> BbIATH 13 akKayHTa
npOﬂyKTbl Bce CPE Configuration Affected Packages Pe¢ep6HCbl

(S TemHas Tema KoHourypaumsa 1[-] Ccbinka Mposaiinep

msrc.microsoft.com/update-guide/vulnerability/ cpe:2.3:a:microsoft:powershell:7.2:
CVE-2024-43485

msrc.microsoft.com/update-guide/vulnerability/
CVE-2024-43485

msrc.microsoft.com/update-guide/vulnerability/
CVE-2024-43485

« nasa  NetworkServiceDiscovery * Hoows VicnomsTens Keitcel
@) zorkv @) zoriaw AKTUBbI

CeepHyTs MeHI0 @
n 5 aTy = i : BEPHYTL MEHIO

Bce ucnonsurenu Bce Habnioparteny Bce crarychl £ Uptime (hh:mm) y Nonyuatens Mpasuna

OetansHas nHpopmMaums foBasuTs 3ameTxy Gl Yaanwrs keic

+ TenemeTpua di- Teneme
CerogHs | TpUS

AKTVBbI 85 Axmmen

YyeTHble gaHHble + [obasuts

CHop AaHHBIX 98 =3 CeropHs, 14:38:03 HoBsslid Habnioparens: be Wenonuurens: 4 0 o>
P A £ A A S Cooppawwex (@89 v

Kedchi {2, Keitcsl telegramBot_new smtp_server smtp_server

* 9.4 KPUTUYHAR Botnet activitg 221 *» Vulnerab
“accessToken":"test”, “user™: "exampleUser”,

“baseUrl™:"https://api.telergam.org” “password": "examplePassword"

5 CerogHs, 13:01:27 * Bnpoyecce Habniopatenb: bi I Wcnonuurens:

@SS rrivilage escalation 633 + Alert

£3 CerogHs, 12:43:12 OcTaHosneHo Ha6niopartens: bt ) WNcnonHuTens: smtp_server
“user”™: "exampleUser”
“password": “examplePassword”,

@D sotnet activity 227 -+ Alert - “example.com’

® Nootun

(5 Baini v3 JoEyHTa

@ 5 CerogHs, 12:24:56 + BeinonkeHo Habniopatenb: b v Wcnonuurens: I 1 ALA
&) Mpodwnb ® Npoduns

o _ N
( BbiiiTh 13 akkaywTa R s Privilage escalation 548 + Vu [—) BuilATi 13 akxayHTa

talanramRat anr emitn canrver emin coner




ECTb KNnaccHaa nneqa?

[laBanTe ee npeBpaTuM
B KNNaCCHbIV NPOEKT!

®

hello@verno.digital

E-mall

+7 (965) 715-19-91

WhatsApp

@Zhivilkov

Telegram

PaboTtaeM n3 Tambora, RU

CpaboTaeMmcq, rae 6bl Bbl HE HaXOAUNUCH: YacoBble
NOsAACa N PaACCTOAHUSA HUYEro He 3HaYyaT AN1a XOPOLIMX
noaen u MHTepPeCHbIX NPOEKTOB



https://t.me/Zhivilkov



